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CSIAC (https://www.csiac.org)
 Cyber Security and Information Systems Information Analysis Center (CSIAC)

• A Department of Defense (DoD) Information Analysis Center (IAC) sponsored by the 
Defense Technical Information Center (DTIC). 

• Consolidation of three predecessor IACs: the Data and Analysis Center for Software 
(DACS), the Information Assurance Technology IAC (IATAC) and the Modeling & 
Simulation IAC (MSIAC), with the addition of the Knowledge Management and 
Information Sharing technical area.

 Basic Center of Operations (BCO) collects and disseminates Scientific & Technical 
Information
• Also performs up to four hours of support (free of charge) in response to Technical 

Inquiries. 
• Can also provide services as Core Analysis Tasks (CATs) procured and funded through 

the issuance of Delivery Orders (DO).
 The CSIAC’s mission is to provide the DoD with a central point of access for 

Information Assurance and Cybersecurity to include emerging technologies in 
system vulnerabilities, R&D, models, and analysis to support the development and 
implementation of effective defense against information warfare attacks.
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Legal Caveat
 Presentation is not legal advice*
 Designed to raise awareness of general legal principles 

applicable to information assurance and cyber security

*The information contained in this briefing is for general guidance on matters of interest only. The application and impact of laws can vary widely based on the specific facts involved. Given the changing nature of laws, rules and regulations, there may be  omissions or inaccuracies in information contained in this presentation. Accordingly, the information in this presentation is provided with the understanding that the author is not herein engaged in rendering legal advice and services. As such, it should not be used as a substitute for consultation with professional legal advisers.



Agenda 
 Spectrum of Cybersecurity Issues 
 Significant Law and Policy Developments

• International
• Domestic

 Significant Recent Case Law
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• Downloaded   
> 150,000 
times

• Covered in 
multiple 
publications 
including 
Wired.com

• This individual 
webpage has 
ranked 6th
among all IA 
websites 
worldwide

• Feedback via 
website over-
whelmingly 
positive

• Site provides 
alerts to 
followers



Significant Recent Case Law
 “Unauthorized access” under the CFAA
 Encryption
 Fourth Amendment Searches

• Network Investigative Techniques
• Pings
• 911 Calls
• 3rd Party Consent

 Extraterritorial searches
 “Sneak-and-peek” searches
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“Unauthorized access” – IT use policies
US v. Nosal, Nos. 14-10037, 10275 
(9th Cir. 2016) (en banc) 
 Nosal was an executive at Korn Ferry Int’l
 Received compensation not to compete, but 

without specifically requesting it, KFI 
employees downloaded confidential info from 
KFI to help him set up competing business.

 Charged with aiding and abetting those 
employees in exceeding their “authorized 
access”

 5 charges involved “own password,” 3 charges 
involved a “shared password”

 Employees were allowed access to files, but 
weren’t supposed to disclose to competitors

 Issue:  Did Nosal’s conduct constitute 
“exceeding authorized access” under the 
CFAA? 

Holding
 D/C:  No
 9th Cir. Panel:  Yes.  Violation of computer use restrictions is “exceeding authorized use” under CFAA  [Nosal I]
 9th Cir. en banc:  No, “exceeds authorized use” does not include violations of use restrictions
 Congress was not clear enough and rule of lenity requires penal law be construed strictly
 “Hacker statute” not one about misappropriation of trade secrets, rather  “circumvention of a technological access barrier”
 Dismissed 5 own-password charges, remanded
 Courts are split on this issue (5th, 7th and 11th

Circuits decided contra, 4th Cir. in accord.)
 DoJ sought extension on appeal to US Supreme Court—dropped after WEC Carolina Energy Solutions LLC v. Miller, 687 F.3d 199, 202 (4th Cir. 2012)
 On retrial convicted of 3 shared-password chgs
 On 5 Jul 2016, 9th Cir decided Nosal II, “without authorization”.
 Held although current employees’ access was authorized, downloads on behalf of Nosal were unauthorized as a violation of KFI’s policies.
 Congress sought to “fix” this, and addressed the issue in the Cybersecurity Act of 2015. 7
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Facebook v. Vachani, No. 13-17154, (9th Cir., Jul 12, 2016)
• Power Ventures (and principal, Vachani) offered to integrate users’ social media accounts into a single experience.  
• PV obtains consent of its users to access Facebook with users’ credentials.  PV scrapes Facebook then displays the data on PV’s site.
• PV also offered cash inducements for signing up “friends.”  PV sent friends unsolicited e-mail from facebookmail.com and captioned “The Facebook Team.”
• Facebook said PV could only access via Facebook Connect with special limitations.  Later blocked PV’s IP address, but PV circumvented block
• Facebook sued for CFAA and CAN-SPAM violations.

• Issue:  Who should prevail and why? 

Holding
• DC:  Facebook wins $3M judgment.
• 9th Cir.: Cease and desist order and IP block were sufficient to make later accesses “without authorization.” 
• Analogies at trial level:

• Facebook:  Owner of safe deposit box says I authorize Doe to access my safe deposit box.  Doe shows up at bank naked.  Bank’s policy is no shirt, no shoes, no service.
• PV:  Facebook is a storage facility where people store things under lock and key.  If User stores things at the facility, User can give the key to anyone they want.

• CFAA:  Increasingly some courts are not recognizing terms of service, but are requiring that the unauthorized access involve some “circumvention of technological access barriers.”  Is the circumvention of an IP block the circumvention of a technological access barrier?

“Unauthorized access” under the CFAA

8

CFAA



Divulging Smartphone Passcode
State v. Stahl, (No. 2D14-4283, 2d.D. 
Fla. Ct. App., Dec. 7, 2016)
 Stahl charged with video voyeurism 

after being caught with iPhone 
pointed up a woman’s dress.

 Stahl arrested later w/o phone.  
Consented to search of phone but 
after agents seized it he withdrew 
consent.

 Agents obtained search warrant, but 
couldn’t execute it due to passcode.  

 State sought motion to compel 
production of the passcode.  T/C 
denies on 5th Amend grounds.  State 
appeals

 Issue:  Can state force Stahl to divulge 
smartphone passcode?  

Holding
 Trial ct:  No.
 Fla. Ct of Appeals:  Yes
 State argued “foregone conclusion” doctrine.  

• knew the evidence sought existed, 
• was in defendant’s possession,
• the evidence was authentic

 But under 11th Cir. precedent, Gov’t must show 
with “reasonable particularity” what “if anything, 
was hidden behind the encrypted wall.”

 Rare that courts permit “saying” password vice 
“producing” decrypted drive, but this court 
rejected the distinction between forcing 
surrender of a key to open a strongbox and 
compelling one to reveal the combination to a 
wall safe.

 May be very important in light of increasing use 
of smartphones with passcodes

 Same issue raised in United States v. Apple 
Macpro Computer, No. 15-3537

 Suppose suspect had been ordered to unlock 
phone with fingerprint or else be arrested? 5th
Amendment issue? 9
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“Playpen” cases
• FBI's Operation Pacifier, based on a foreign government's tip that large child porn site (Playpen) operating in US.  
• Site operated on the Dark Web and so was only accessible via Tor. FBI found site and was able to gain control of it, but couldn’t ID users. 
• FBI used a NIT (network investigative technique), with a warrant from a magistrate in the E.D. of Virginia.
• Exploit pulled back to user's actual computer and then ran code to search the computer for the computer’s MAC address, the username of the current user, the computer’s name and possibly other info.  
• Data then transmitted back to an FBI computer that would log all that data and also the source IP address which was no visible because it was not being transmitted via Tor. FBI charged 137 individuals.
• Issues:  Was warrant valid as to those outside magistrate’s jurisdiction?  Was warrant necessary?  Can defendants move to disclose or dismiss?  How does CIPA square with 6th Amend right to fair trial?

Holdings
• Courts mixed on validity of search warrant outside of Virginia, but majority so far holding invalid.
• Courts mixed on need for warrant, but majority seem to hold it is required.  One holds users have no expectation of privacy in IP address.  Like police looking through “broken blinds.”
• FBI claims it cannot disclose technique and all source code because it would undermine criminal, terrorist and national security cases.
• Was it ethical for FBI to run Playpen for 2 weeks, with 9000 child porn images available for download and over 215,000 registered users in order to perfect cases against 137?

Does use of NIT violate 4th Amendment?
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Does a ping constitute a “search”?
US v. Caraballo, No. 12-3839-cr (2nd
Cir. 2016) 
 Police respond to report of woman’s body in 

woods near road in VT.
 Victim was shot in back of head.  Had 

previously been arrested for selling drugs at 
which time she’d expressed fear that 
Caraballo would kill her if he saw her w/police.

 Police had undercover officers buying drugs 
from Caraballo so were concerned he might 
be perpetrator and could hurt/kill agents.

 Had Sprint ping his phone so they could GPS 
geolocate him.  Did not seek warrant because 
of exigency.  C arrested, made incriminating 
statements.  Convicted, sentenced to 40 
years.

 Issue:  Was ping a search?  If yes, was it 
reasonable?  If not, should it be suppressed?

Holding
 D/C: Not a search because no subjective expectation of privacy in GPS location of phone (based on contract terms with Sprint).  Alternatively, justified by exigent circumstances.
 2nd Cir:  Avoided first question.  Held justified by exigent circumstances.
 Exigent circumstances:  Exception to the warrant requirement. Requires probable cause to search exists and officers reasonably believe that contraband or other evidence may be destroyed or removed before a search warrant could be obtained.
 Do facts support exigent circumstances exception?
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Does a 911 call constitute a “search”?
State v. Hill, 2016 WL 3751806 (Ga. 
Ct. App., 13 July 2016) 
 Hill took a taxi ride but fled without paying the 

fare. Cabbie found Hill’s cell phone in back 
seat of taxi.

 Cabbie called police.  Police turned Hill’s 
phone on but were presented with a request 
for the passcode, which the did not have.  
Police then used Hill’s phone to call 911, and 
had 911 operators identify calling number, 
name of owner and birthdate.

 Issue:  Was police call to 911 a search of the 
phone?  If yes, was it reasonable?  If not, 
should it be suppressed?

Holding
 T/C: Police could seize the phone as in plain view, but calling 911 constituted a search.  Rejected state’s claim that phone was abandoned property.
 Ga. Ct. of Appeals:  Held Hill had no subjective expectation of privacy in his phone number, name or birthdate.  Basis:

• 4th Amendment only protects content information, not non-content, such as originating number
• No expectation of privacy in information voluntarily provided to 3rd parties.  Hill provided this information to his phone carrier.

 Court suggests the issue is “what” information was obtained rather than “how” it was obtained.
 Would it have been permissible for the police to enter Hill’s house without a warrant to obtain a letter from Hill’s phone carrier containing his phone number, name, and birthdate under the same rationale as above?
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Consent/3rd Party Search
United States v. Rettenmaier
 Dr. Rettenmaier couldn’t boot his computer so 

brought it to his local Best Buy in CA.  Told he 
had a faulty HD.  To recover data needed to 
send to BB’s KY office.

 A child porn image found “accidentally” by 
Geek Squad Tech JW in unallocated space.  
JW was a paid FBI informant.  He reported it 
to two other Geek Squad FBI informants then 
to the FBI.  FBI allegedly made two additional 
searches w/o warrants, then sought a search 
warrant from a fed magistrate. 

 Best Buy service order signed by Δ read:  “I 
am on notice that any product containing child 
pornography will be turned over to the 
authorities.”

 Issues:  Did any of the searches violate 4th
Amendment?  Is data found in unallocated 
space sufficient for “knowing possession”?

Holding
 Case still being litigated, but issues:
 Does 4th Amendment apply against GS?

• Normally not—Only applies to Government
• Did FBI payments make GS agents of Gov’t?

- Additional information indicates FBI appears able to access data to BB’s KY facility at will.
• Does “accidental” find make a difference?
• Does it matter that data was in unallocated space?
• Did “consent” form waive 4th Amend?
• Did subsequent search warrant cure?

 If exclusionary rule not applied to data found in searches, does it matter that the data was found in unallocated space?
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United States v. Ganias, 824 F.3d 199 (2d Cir., 2016)
• Ganias provided tax and accounting services for IPM, a gov’t contractor.  A tip to Army CID indicated IPM was stealing copper wire and other items from the Army.  CID obtained a search warrant for Ganias’s computer hardware, software and data relating to accounting operations of IPM. 
• CID made a data duplicate of all data on 3 computers (19 DVDs).  Assured Ganias that any files not related to IPM would be purged after they completed the search.  IRS invited to join due to tax issues in case.  Took 13 months. 
• At 28 months (2006) the IRS sought a 2nd warrant for same data expanding investigation to Ganias.  At 30 months sought a 3rd warrant for Ganias’s personal files seized in 1st warrant.

• Issue:  Was search of Ganias’s computer data under the above facts a violation of the 4th
Amendment?  If so, should the exclusionary rule apply?

• Juror Facebook posting and friending?

Holding
• D/C:  No violation of 4th Amendment—convicted. 
• 2nd Cir:  Yes, a violation, conviction vacated and remanded.
• Court tries to apply original justification against “general warrants” where British Crown would seize all books and papers hoping to find something in it, with modern practices.
• 4th Amendment requires specificity of the crime and particularity of the areas to be searched and items to be seized.
• Court holds 4th Amend doesn’t permit officials to indefinitely retain every file from the seized computer for use in future criminal investigations.
• Court holds juror’s Facebook postings and juror friending didn’t violate 6th Amend in this case
• Convicted on remand, appeals.  2nd Cir:

• Gov’t relied in good faith on 2nd warrant in 2006 and such was objectively reasonable, so need not decide whether retention of mirrored data violated 4th
Amendment.

• Oral argument:
• Analogies:  filing cabinet, diary, metadata

Warrants for digital evidence

14

Searches



Microsoft v. United States, No. 14-2985 (2d Cir., 2017)
• Under Stored Communications Act NY D/C judge ordered Microsoft to produce emails from an account hosted on a server in Ireland.  
• Data stored at ~100 data centers around world based on country code of customer.  Emails are not on servers in US, but could be brought back to US with special program.
• MS provided user account data but refused to provide e-mails.  Said US must use MLAT to obtain via Ireland.  MS held in contempt, appeals to 2nd Cir.
• Issues:  

• Do sneak-and-peek searches violate the 4th
Amendment?  

• Do the searches violate the 1st Amendment?
• Does Microsoft have standing? 

Holding
• Trial court:  No 4th Amend violation.  MS must turn over data.  While statute talks of “warrant” it is really a hybrid warrant/subpoena.
• 2nd Cir.:  Congress used he word “warrant” and this would be an extraterritorial application, which was not covered by the statute
• Ct treated the data as an object with a territorial location, unlike some other courts which have held it is “un-territorial” (especially as to cloud data)
• DoJ appealed for an en banc hearing.  2nd Cir has 11 judges but 3 recused themselves, leaving 8.  Vote as 4-4 to hear the case en banc, leaving the prior decision undisturbed.

Extraterritorial
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Microsoft v. United States, No. 14-2985 (2d Cir., 2017)
• Most providers treating decision as nationally applicable (not just 2d Cir.)
• Most now treating voluntary disclosures under the same rationale
• Some applying the rationale even to domestic targets (with data temporarily overseas)
• Can DoJ even use an MLAT to get it?  (US has MLATs with ~60 countries)

• What if cloud provider can’t easily ascertain where the data is?
• What if even individual messages are split between countries?
• What if cloud provider doesn’t necessarily co-locate data with the user’s country?  
• What if the data regularly moves based on a variety of automated business decisions?

• Can provider deny compliance with the warrant based solely on where the data was at the instant the warrant was served?
• What if the only ones who can aggregate all the data on a person are in the US?
• What if the only one who can search for the data on a person are in the US?
• Does the provider have any duty to comply with a preservation order for data temporarily stored abroad?  (Yahoo! has informed the Government it will not.)

Extraterritorial
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Microsoft v. US Dept. of Justice, No. 16-cv-00538
• Under Electronic Communications Privacy Act gov’t is permitted to obtain warrant to read emails and prohibit provider from disclosing.  
• Gov’t must show “reason to believe” disclosure might hinder an investigation.  Gag order may be unlimited.
• Statute applies to emails held by 3rd parties, so primarily applies to email in the cloud.  Large number of companies have sided with Microsoft. 
• Issues:  

• Do sneak-and-peek searches violate the 4th
Amendment?  

• Do the searches violate the 1st Amendment?
• Does Microsoft have standing? 

Holding
• Case still pending in Western District of Washington at Seattle.
• 4th Amendment includes right to know when gov’t searches or seizes property.
• 1st Amendment gives Microsoft the right to truthfully inform its customers of the gov’t’s demands.  (MS concedes limited secrecy in some cases may be appropriate, but Sec. 2705 overreaches.
• At least four cases suggest Microsoft may not have standing because only the subject of a search has standing, not 3rd

parties.
• Microsoft claims injury in its own right because it has had 2600 such warrants issued to Microsoft in past 18 months and users less likely to use Microsoft’s cloud email services if they know the gov’t can search it without their knowledge.
• But if subjects of search can never learn of the searches, who would ever have standing to challenge?

Sneak-and-peek

17

Searches



Murder investigation of James Bates
• Bates had two friends over for football and drinks.  Later they got in the hot tub.  Bates went to bed about 1 a.m.  Upon waking one of the friends was dead, floating in the hot tub.
• Friend’s BAC was 0.32, but investigators found signs of a struggle, dried blood, broken glasses.  Smart device on water heater indicated massive amount of water used in early morning hours.
• Bates had an Amazon Echo in the house and allegedly music was heard coming from it the prior night.  
• Benton County (AR) prosecutor served Amazon with a warrant seeking evidence from the Echo.  Amazon refused, claiming it was overbroad, inappropriate or otherwise invalid and non-binding
• Issues:  

• Should Amazon be required to comply?
• Is it different from a typed Google search?
• Could police get a wiretap order to require Alexa to record everything, even without the keyword?
• Are all IoT devices potential evidence collectors?  Fridge, washer, stove, TV, Barbie

Holding
• Case still under investigation in Arkansas.
• Unclear whether prosecutor is pressing the issue in the courts or not at this time.

Alexa, who is the murderer?
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Summary
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• Trends
- The courts are grappling with how to apply the law to the cloud, 

smartphones and encrypted data
- After the Supreme Court’s decision in Riley, courts are now 

treating digital evidence differently in some but not all  
contexts

- Forcing the disclosure of a password
- Encryption could pose a hurdle for the IC and LE, but data 

backed up to the cloud, or shared with 3rd parties may provide 
alternate approaches, as could sneak & peak warrants prior to 
the warrant for the device

• Understand implications; cyberlaw is still immature/evolving
• Use briefing to help identify potential issues

- Seek legal counsel when uncertain
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United States v. Wicks, No. 13-6004 (CAAF,  Feb. 20, 2014)
• Wicks, a military training instructor at Lackland AFB, TX, was dating Roberts another MTI.  
• Roberts surreptitiously viewed Wicks texts and found some “disturbing” messages.  Months later she stole it and saw more disturbing messages
• 8 months later, as part of a general inquiry into MTI misconduct, Roberts told an investigator that she had evidence against Wicks.  She later provided the stolen phone, claiming it was another’s who’d obtained copies of Roberts texts.
• Investigator reviewed phone then sent to local LE, then to forensics firm—45,000 texts.  Last was after judge ruled against the Government.
• Issue:  Was search of Wick’s phone a violation of the 4th Amendment?

Holding
• Judge:  Yes
• AFCCA:  No, based on container analogy.  (Runyan, 5th Cir., disk is a container; Simpson, 11th Cir., cardboard box of porn is a container)
• CAAF:  Yes, government searches exceeded the bounds of the private search exception.
• Private search exception:  Where a private party conducts a search, the gov’t does not violate 4th

Amendment by viewing the same information. 
• In digital world, limitation is as to what was actually viewed, not as to what the private party had access to
• Ruled a cell phone is not analogous to a container.  Some texts found by forensics firm included deleted messages. 

Private searches
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Posse Comitatus
United States v. Dreyer, No. 13-30077 (9th
Cir., Sept. 12, 2014) 
• NCIS agent Logan, from his office in Georgia, used RoundUp to search for any computers in WA state sharing child porn via Gnutella.
• Upon finding one, Logan submitted a request for an admin subpoena to NCMEC, which forwarded to FBI, which submitted the subpoena to Comcast.
• Comcast provided user ID info. Logan compared with a DoD database.  No match. Referred to NCIS office in WA then to local law enforcement. 
• Locally prosecuted, convicted:  18 years
• Issue:  Does action by NCIS violate Posse Comitatus Act?
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Holding
• 9th Cir. Ct of Appeals:  Yes.
• Congress directed SECDEF to apply 

PCA to Navy and USMC also. (DoDD 
5525.5)

• Gov’t argued didn’t apply to civilian 
agents of NCIS, reporting to civilian 
director and civilian chain of 
command.

• 9th Cir. rejected that in Chon, since 
NCIS director reports to CNO.

• PCA prohibits “direct” but not 
“indirect” assistance

• Gov’t argued assistance was indirect; 
Court held it was direct 

• Gov’t argued “independent military 
purpose;” Court held and excluded 
the evidence to deter further 
violations.

Posse Comitatus PCA:  “Whoever … uses any part of the 
Army or Air Force as a posse comitatus … 
shall be fined … or imprisoned….”



United States v. Buford, No. 2013-26(AFCCA, Apr. 4, 2014)
• Buford’s wife, AB, found a fake Facebook account for AB (correct e-mail, but fake name and photos).
• About a month later, AB was with AF SF member RM.  AB asked RM to look at Facebook and e-mail accounts on her laptop (w/her consent) of Buford using passwords she’d obtained.  RM saved “evidence” on flash drive, later turned it in to AFOSI. RM served as conduit to AFOSI. Based on prompting from RM—search warrant for B’s laptop
• About 2 months later, AB gave RM a thumb drive she found allegedly belonging to RM.  RM searched it then turned it over to AFOSI.
• Issue:  Were any of the following searches in violation of the 4th amendment?

• AB’s laptop
• Facebook and Yahoo e-mail account
• Buford’s laptop
• Buford’s thumb drive

Holding
• AB’s laptop:  No, valid consent from AB
• Facebook and Yahoo e-mail account:  Yes, accounts were password protected, not on AB’s computer and exceeded the private search exception.
• Buford’s laptop:  Yes, warrant was based on illegally seized evidence—fruit of the poisonous tree doctrine.
• Buford’s thumb drive:  No, was left in common area of house (behind TV) was not password protected or encrypted, so equal access or control permits AB to grant 3rd party consent.
• AF TJAG certified review.  CAAF has granted review of the thumb drive holding only.

Searches – 3rd Party Consent
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Divulging Passphrases
In the Matter of the Decryption of a 
Seized Data Storage System, Case No. 
13-M-449 (E.D. Wis, May 21, 2013)
 FBI suspects Feldman of down-

loading child porn.  Obtained and 
executed a warrant at Feldman’s 
home and seized 16 hard drive (5 
blank, 2 unencrypted, 9 encrypted). 

 On one unencrypted drive:  eMule 
used to download 1009 files with 
names suggestive of child porn.  FBI 
spent 4 months trying to decrypt 
drives, then sought court order to 
compel Feldman to decrypt his drives

 Issue:  
• Can F be made to tell passphrase?
• Can F be made to type passphrase  

privately?
• Foregone conclusion doctrine?
• What if FBI decrypts one drive and 

finds evidence of child porn?

Holding
 1st order:  No F can’t be made to divulge 

passphrase as that is violative of his 5th
Amend. rt against self-incrimination

 2nd order:  FBI found 700,000+ files, 
many child porn, images of Feldman, 
personal financial records of Feldman, 
and testimony from his manager that he 
is a sophisticated software engineer who 
could have encrypted his hard drives.  
Based on that magistrate rules it’s not 
testimonial to decrypt drives and requires 
F to assist FBI in decrypting remaining 
drives based on foregone conclusion 
doctrine.

 BUT on appeal D/C vacated above order 
and required briefs by August 2013.

 May be very important in light of 
increasing tendency to encrypt data 
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