


 

Toward Realistic Modeling Criteria of Games in 
Internet Security
By Jonathan M. Spring

There have been various attempts to apply game theory to various aspects of 
security situations. This paper is particularly interested in security as relates to 
computers and the Internet. While there have been varying levels of success in 

describing different aspects of security in game-theoretic terms, there has been little 
success in describing the problem on a large scale that would be appropriate for making 
decisions about enterprise or Internet security policy decisions. This report attempts to 
provide such a description.

We propose that there are three types of players in the game: 
the computer user, the malicious actor, and the security 
architect. This paper is not about how to “win” the game 
of Internet security or a prescription of the clever strategy 
— as game theorists make clear, “the search for effective 
decisions is not a central problem of game theory” [29]. The 
aim of this paper is two-fold, one for theorists and one for 
practitioners. For game theorists, this paper provides a more 
accurate description of the actual dynamics of security-related 
interactions on the Internet. For practitioners, we will provide 
a framework to clarify existing motivations and intuitions 
about the current situation and why it is, or is not, working. 
Hopefully this perspective on the dynamics of the situation 
will enable more effective decisions and guide the search for 
clever solutions using other fields of study.

This paper does not focus on building mathematical tools for 
analysis. We focus on the description of the game. The three 
players — user, rogue, and architect — all have competing 
interests. The main interactions are thus: (1) The user and 
architect negotiate a suitable system configuration which 
includes trade-offs between productivity (of the user), security 
(architect’s goal), and cost; this is a non-zero sum game. 
This occurs on a much slower time scale than the other two 
interactions. (2) The rogues attempt to steal resources from 
the user; this feature is also not a zero-sum game, and so 
presents some interesting challenges. (3) The third interaction 
is between the architects and the rogues. Although these two 
parties are defined as diametrically opposed, their interaction 
is also not zero-sum.

With these interactions laid out, we make the following 
important observation about the game itself: the user 
can ignore, or even be complicit with, the rogue without 
immediate loss. This fact makes it harder to convince the 
user to work with the architect to improve security. There are 
other interesting points to consider related to the game: (1) 
The game is modeled with three players, and we assert that at 
least this many players is necessary to maintain fidelity with 
the real Internet; (2) perfect security cannot be promised, even 
in principle, because the features of the game are such that 
there is no guaranteed method to compute a globally-optimal 
strategy (three player game, the fact that it is non-zero-sum, 
and the fact that there is imperfect information).

1 Introduction

Game theory was founded as a sub-discipline of mathematics 
in the mid-20th century. It is a description of how rational 
decision makers compete. However, this paper is not about 
how to “win” the game of Internet security or a prescription of 
the clever strategy — as game theorists make clear, “the search 
for effective decisions is not a central problem of game theory” 
[29]. What game theory can illuminate is how an interaction 
proceeds, certain rules about the outcome given the inputs, 
and to help an analyst clarify a situation by reducing a complex 
situation to a more compact description.

For the purposes of this paper, we will assume the payoffs 
to the players are already defined. How to do this is non-
obvious. However, a process such as the model described in 
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[35] provides a plausible method for arriving at the payoffs, 
measured in monetary resources lost or gained.

Game theory assumes we have rational decision makers. 
Kahneman’s psychological work, and the resulting behavioral 
economics literature, demonstrate that people are not purely 
rational. This has important ramifications for actually selecting 
policies that will be effective, however from our abstract point 
of view it just means we might have to adjust our payoff values 
to account for the fact that people may value something more 
or less than is rational. As such, we will leave this issue aside 
for now.

When describing the game, we will describe the payoff 
matrices to the extent possible — which values are positive 
or negative, their relative magnitudes, etc. However, our goal 
is not to formulate games to the level of detail that analytic 
or numeric solutions are possible. There is still much work to 
be done before that can be achieved. The goal of this paper 
is to provide the shape of a game as it relates to information 
security on the Internet.

2 Related work

Game theory was kicked off in 1944 as a robust field by [37] 
and saw application to such national security issues as nuclear 
deterrence and mutually assured destruction. The essential 
problems of bargaining and non-cooperative games were laid 
out by John Nash in the early 1950s [27, 26]. Founded as a 
branch of mathematics, after the theory acquired conceptual 
foundations (see [30, 29] for a summary), notions from game 
theory spread to a number of fields, notably economics (for 
example [31]). Some game theorists have also taken influence 
from other fields, such as evolution and dynamical systems 
[15]. Some game theory texts are broad, mathematical 
treatments such as [28]. Useful for the work described in this 
paper are treatments of non-cooperative games and games of 
incomplete information, which is included in some of the 
above but focused in some texts such as [14, 25].

There have been previous efforts to extend game theory 
into the field of information security; [34] summarize 
and categorize the efforts. Game-theoretic models have 
been proposed for both organization-scale [7] and single-
wireless-node-scale [40] information security games; both 
as single-play [36] and repeated games [20]. As economics 
intersects game theory it also intersects information security; 
for a summary of the extensive work on the economics of 

information security, see [5].

We heuristically derive our model from case studies and 
empirical reporting of information-security relevant behavior 
on the Internet. There are several organizations that report on 
various aspects of cyber-crime and human behavior, in varying 
levels of detail, such as [4, 33, 2, 23, 13, 19, 24, 9, 8, 1]. These 
sources do not generally attempt to derive a general model 
from the information observed. There is some work in cyber-
crime and risk dynamics such as [23, 35] that model criminal 
behavior, which inform our game theoretic modeling directly.

It seems that all existing applications of game theory to 
information security force the game to be a two-player game. 
Some study population dynamics of users and adversaries [39], 
which has richer descriptive power, but these retain still only 
two types of players. These efforts do not seem satisfactory 
in describing the Internet-scale phenomenon of information 
security, as reported by the economics, cyber-crime and 
dynamics literatures. We assert that a primary reason for this 
shortcoming is that the game cannot be described with fewer 
than three players.

3 Theory

The following subsections describe a more adequate treatment 
of the modern Internet security landscape. First, we describe 
the players; secondly, how they interact informally; finally, a 
more formal definition of the interaction.

3.1 The players

We shall define three classes of players. Granted, these classes 
may be subdivided for certain purposes, but we shall treat them 
as the essential units for our purpose of providing an accurate 
and useful model of the security interactions on the Internet. A 
single person or machine may change roles during its lifetime, 
and the ability to do so presents practical challenges, however 
we shall treat the three classes of players as describing mutually 
exclusive and exhaustive roles. The first step is to describe these 
players, their goals, and their capabilities.

User is an agent who utilizes a computer system. By definition, 
they have not designed the system they are using.  1 The user 
may have access to a limited number of configuration options 
provided by the architect of the system. The main goal of the 
user is to produce some product of value, using the computer 

1 An agent may both use one system and be the architect of another; most soft-
ware developers fit this description. However the roles of user and architect qua 
roles do not overlap.
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system as a tool to that end. Possible products span the range 
of human ingenuity. An important consequence is that the 
Internet as we are analyzing it is not a closed system, it is a tool 
of the larger human economy. This is a factor in the assessment 
that games involving users are not zero-sum.

Architect is the agent that has designed a computer system 
or the policy under which the system operates. This may 
be operating system developers, enterprise security policy 
designers, or the IETF; there is a wide range of systems and 
they all have architects. Architects can also be identified with 
the owner and administrative operator of a system, especially 
in the case of enterprise organizations. The architect is who 
selects and enforces security policies.

Architects, as a group, are the hardest to unify as one label. 
Members of this group are highly specialized and fractal. Since 
no organization builds all of its own software, every architect is 
also the user of other systems. However, the essential element 
is not what role a particular person has. The key fact is that 
every system has an architect or architects that have designed 
it. The Internet is not a natural phenomenon, and so while it 
is bound by some physical laws the key feature is that every 
system that operates on the Internet has an architect who 
made decisions about that system, its capabilities, and so on. 
In the general case, the architect’s goal is for their system to be 
used by users. A part of this goal is making it secure enough 
to be used, however it would be naive to say that an architect’s 
primary goal was a secure system. If this were the only goal, 
the systems could all be turned off and encased in concrete to 
accomplish the goal. To specify what it means “to be usable” 
the architect specifies aims in reference to what users need to 
accomplish user’s goals.

Rogue is the attacker. The definition of an attack can be 
disputed, but we shall mean attack as defined by Howard 
and Longstaff: “a series of steps taken by an attacker to 
achieve an unauthorized result; ... among these steps is an 
action directed at a target (an event), as well as the use of 
some tool to exploit a vulnerability. Second, an attack is 
intended to achieve an unauthorized result as viewed from 
the perspective of the owner or administrator of the system 
involved” [33]. Considering a system as large as the Internet, 
and given global political disagreements, it would be naive to 
think that we could agree on one rogue or set of rogues. An 
entity that is a user according to one point of view may be 
a rogue according to another point of view, and we may not 
be able to say that either point of view is correct. However, 
each user will experience a rogue that perpetrates attacks. The 

scope or goal of these attacks may vary; money, fame, chaos, 
or national interest may all be motivators for different rogues 
in varying degrees.

We assert not only that these are three players in a game 
describing Internet security, but that these are the only three 
types of players. Further, that all three must be modeled if a 
description of Internet security is to be accurate. For discussion 
of modeling more than three players at once, see Subsection 
3.2.4.

3.1.1 Realizations

There will be multiple realizations of this game occurring in 
the world simultaneously. There are more than three agents on 
the Internet at any given time, so the above is a simplification. 
From different points of view different agents will be 
considered to be in different rolls, whether user, architect, or 
rogue. The fact that agents can change roles certainly can have 
real-world impacts. For example, the NSA’s involvement in 
the design and architectural review of DES can be seen from 
many points of view [18]. The historical claim was that NSA 
may have negotiated down the key size because it wanted to 
be able to attack the protocol more easily in its role as rogue. 
However, it was permitted at the negotiating table in the 
first place because it was going to be a legitimate user of the 
protocol as well.

That one organization may have competing goals does not 
break the user-architect-rogue model. Various realizations of 
the model in the real world will alter the agents playing the 
game, their rolls, and their payoffs. However, the changes 
do not affect the general description of the game. This is 
one benefit of describing the game at the proposed level 
of abstraction. Although agents can serve multiple roles 
simultaneously in the real world, to simplify modeling at this 
early stage we put that aside and focus on the goals of the 
agents in each of the three rolls and the essential features of 
the interactions between a user, architect, and rogue.

3.2 Features of the Game

It is not possible to separate the three players from each other. 
The observation that there are three distinct, essential roles in 
the game is a vital observation. The other attempts (see Section 
2) at bringing game theory into security have focused solely 
on two-player games. We believe this to be a primary factor 
in why these attempts have had unsatisfactory applicability 
to actual security decisions.
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be done without loss of generality or specificity. In practice 
that approach seems unrealistic — the user and architect 
do not check in every few seconds to confirm “change 
nothing” — but it may be a feasible model.

However it is modeled, the players are assumed to be bound 
by the terms negotiated for some number of repetitions of 
the faster games. Another possible option for modeling the 
problem could be borrowed from multiscale mathematics 
[38]. Unfortunately, we are unaware of any applications of 
multiscale mathematics to game theory at this time.

3.2.2 user-rogue

Conceptually, the interaction between the user and the rogue 
is one in which the rogue is attempting to steal the user’s 
resources. Since this is theft, it would appear on the face of 
it to be a zero-sum game. However, we do not believe this 
to be the case. The rogues are not necessarily stealing purely 
rivalrous goods. If the resources stolen are non-rivalrous, then 
the user is not inconvenienced by the rogue’s usage, and so 
the game is non-zero-sum. Money is rivalrous, but money is 
not the only resource the rogues steal. Rogues can also steal 
computer resources or information.

For an example of rivalrous and non-rivalrous goods, 
consider a sweater. If it is cold out, I like to wear a sweater. 
If you steal my sweater, I cannot wear it and I will be cold. 
Sweaters are a rivalrous good. Stealing my sweater would be 
a zero-sum game, because one’s loss is precisely the other’s 
gain. Now consider Pythagoras’s theorem concerning the 
lengths of sides of a triangle. If a teacher knows it, and 
teaches the students that a2 + b2 = c2 the teacher is not 
excluded from using that information. It is not as if the 
teacher gave out 20 sweaters. The usage of the theorem 
does not prevent others from also using it. Theorems, and 
information items generally, are non-rivalrous.

Internet access and computer processing cycles are not 
precisely the same as information in this regard, but they are 
more alike to non-rivalrous goods than they are like sweaters. If 
a user is only consuming 10% of available Internet bandwidth 
because, perhaps, they are asleep or out of the house most 
of the time, then a rogue with control of the computer can 
use the rest of the bandwidth without inconveniencing the 
user. Likewise with processor cycles and disk storage space. 
Precisely how the rogue must act in order to achieve this goal 
may require some technical cleverness, however here we are 
interested in specifying the nature of the game, not clever 
ways to attack or protect systems.

Information (and computer resources) can be given a 
monetary value. Information is often given monetary value 
in intellectual property rules and debates, for example. Yet the 
same information may easily have different value to different 
parties. Thus while we may reasonably expect to value the 
resources in the game we are describing, the game will be 
non-zero sum not just because the goods in question are 
non-rivalrous but also because the different players value the 
resources differently. For example, even if Eve gains something 
that Alice loses, if Eve considers it to be worth 1 unit, yet 
Alice valued having it at 2 units, the transfer is non-zero sum.

The payoffs for this repeated game accrue on a relatively 
short time scale compared to the user-architect interaction, 
as noted above. Also similar to as noted above, the rogues 
likely have different discounting rates than either the users 
or the architects for the repeated aspect of the game. Given 
the illicit nature of the rogues’ activity, it is plausible that the 
rogues are the least patient.

Prior actions will have an effect on future payoffs in this 
interaction. As the rogue compromises more user resources, 
the rogues can use those resources to compromise further user 
machines. These invested resources also play in to the architect-
rogue interaction because rogues can use these compromised 
resources to evade the architects. Therefore, actions taken in 
this plane of the game directly affect others, just as in the 
user-architect interaction.

3.2.3 architect-rogue

This plane of the game describes the interaction between 
those who design and own the systems and those who are 
attempting to subvert those systems. It is the more difficult 
plane to characterize intuitively. Since all of this occurs on 
computer technology, the rogue can directly attack the systems 
the architect is using to protect the users. However, in order 
to maintain clarity, the rogue is not attacking the architect 
directly; they are attempting to subvert the protections that the 
architect has in place to protect the user. This includes aspects 
such as email filtering, anti-virus signatures or other host-based 
protection systems, firewall rules, intrusion detection system 
(IDS) signatures, etc. The architect can generally reconfigure 
these rules at machine speed, and the rogue can likewise 
employ countermeasures quickly, and so this interaction’s 
timescale is approximately the same order of magnitude as 
the user-rogue interaction.

This game is clearly non-cooperative and is not a game of 
perfect information. Both parties are intentionally obscuring 
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(6) ∀α(∃ω:∥ωα∥ > 1)

(7) ωα
t = ωβ

t ⇔ α = β

Exactly which elements are in ωα
t for each player α may be 

a matter of negotiation, as noted in Section 3.2. The extent 
the architect is permitted to monitor the user, for example, is 
in practice a function of the user’s privacy concerns. Limiting 
information sets provides a formal way to discuss such concerns, 
as privacy partly means not being able to distinguish one user’s 
data from another’s.

4 Discussion

The game as proposed indicates some useful ways to think about 
the true nature of the real-world situation. The fact that the 
interaction between the rogue and the user is non-zero-sum is 
critical. This fact is due to the nature of digital resources — they 
are not truly rivalrous. Thus, there may be a strategy in which the 
rogue benefits and the user has negligible losses. In this case, the 
architect could not expect to impose constraints on the user to 
prevent the rogue’s gains. The user’s payoff may well be higher 
by not accepting such constraints. This situation helps explain 
the general difficulty the security community experiences with 
getting users to heed their warnings [3], for example.

The assertion that the game of network and Internet security 
as (at least) a three-person game is noteworthy. The game as 
described cannot be reduced to two players by putting two of the 
three players in a coalition. The facts of the Internet ecosystem 
prevent genuine coalitions in practice, and many interests of 
the parties do not align even in principle. Since the game has 
three players, a straightforward calculation of a globally-optimal 
strategy is not possible.

The game description also provides some practical guidance for 
policy and decision making. For example, if the payoff matrix is 
affected by the size of the rogue’s infrastructure, and negotiations 
with the user community is stalled, then the architect’s efforts 
would be best targeting at removing key elements of the criminal 
infrastructure. It also may be able to highlight certain areas that 
can only be solved politically as Internet governance issues, and 
so on.

The fact that each player has imperfect information, and that 
each player has different information about the game, is also a 
key point. Internet security is not chess, in which each player 
knows all the moves the other player makes — chess is a game 
of perfect information [30]. In chess, if one could enumerate the 
strategy space then one can select the globally-optimal strategy. 

Internet security should not be modeled as such a game, as the 
Internet does not function as a system with perfect information. 
Operational security cannot, in principle, hope to find a globally-
optimal strategy.

5 Future Work

High level simulations of the posited formalisms would help 
to guide the plausibility of the formalisms. Establishing some 
hypothetical payoff matrices and attempting to calculate a 
solution or preferred strategy would also be an important next 
step. In general, all the formalizations can be made more detailed. 
More detail would then allow for a more rigorous analytic 
treatment, which would probably reveal more subtle strategic 
elements of the game.

The existence of any equilibria needs to be determined in order 
to guide other inquiries into intelligent strategies. Nash equilibria 
usually exist [31], for example, and a more detailed analysis could 
prove their existence for this game.

There is also a gap between this abstract analysis and practical 
measurement of the current state of affairs on the Internet that 
would need to be bridged before the model could be applied 
directly to the Internet. The present model is not sufficiently 
detailed to begin such measurement. Further, there is not 
a good framework for measuring crime on the Internet, as 
discussed in [5], although the authors therein propose some 
improvements. Eventually, such measurement efforts would need 
to be compatible with abstract modeling efforts so that the two 
can inform each other.
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Cyber Profiling: Using Instant Messaging Author 
Writeprints for Cybercrime Investigations
By Angela Orebaugh, Jason Kinser, and Jeremy Allnutt

The explosive growth in the use of instant messaging (IM) communication in both 
personal and professional environments has resulted in an increased risk to 
proprietary, sensitive, and personal information and safety due to the influx of 

IM-assisted cybercrimes, such as phishing, social engineering, threatening, cyber bullying, 
hate speech and crimes, child exploitation, sexual harassment, and illegal sales and 
distribution of software. IM-assisted cybercrimes are continuing to make the news with 
child exploitation, cyber bullying, and scamming leading last month’s headlines.  Instant 
messaging’s anonymity and use of virtual identities hinders social accountability and 
presents a critical challenge for cybercrime investigation.  Cyber forensic techniques are 
needed to assist cybercrime decision support tools in collecting and analyzing digital 
evidence, discovering characteristics about the cyber criminal, and assisting in identifying 
cyber criminal suspects.

Introduction

The anonymous nature of the Internet allows online criminals 
to use virtual identities to hide their true identity to facilitate 
cybercrimes.  Although central IM servers authenticate users 
upon login, there is no means of authenticating or validating 
peers (buddies).  Current IM products are not addressing the 
anonymity and ease of impersonation over instant messaging.  
Author writeprints can provide cybercrime investigators 
a unique tool for analyzing IM-assisted cybercrimes.  
Writeprints are based on behavioral biometrics, which are 
persistent personal traits and patterns of behavior that may 
be collected and analyzed to aid a cybercrime investigation. 
(Li et al.,  2006)  Instant messaging behavioral biometrics 
include online writing habits, known as stylometric features, 
which may be used to create an author writeprint to assist in 
identifying an author, or characteristics of an author, of a set 
of instant messages.  The writeprint is a digital fingerprint 
that represents an author’s distinguishing stylometric features 
that occur in his/her computer-mediated communications.  
Writeprints may be used as input to a criminal cyberprofile 
and as an element of a multimodal system for cybercrime 

investigations.  Writeprints can be used in conjunction 
with other evidence, criminal investigation techniques, and 
biometrics techniques to reduce the potential suspect space to 
a certain subset of suspects; identify the most plausible author 
of an IM conversation from a group of suspects; link related 
crimes; develop an interview and interrogation strategy; and 
gather convincing digital evidence to justify search and seizure 
and provide probable cause.

Instant Messaging and Cybercrime

Instant messaging’s anonymity hinders social accountability 
and leads to IM-assisted cybercrime facilitated by the 
following:

 • Users can create any virtual identity,
 • Users can log in from anywhere,
 • Files can be transmitted, and
 • Communication is often transmitted unencrypted.  
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CYBER PROFILING: USING INSTANT MESSAGING AUTHOR WRITEPRINTS 
FOR CYBERCRIME INVESTIGATIONS (CONT.)

In IM communications, criminals use virtual identities to 
hide their true identity.  They can use multiple screen names 
or impersonate other users with the intention of harassing or 
deceiving unsuspecting victims.  Criminals may also supply 
false information on their virtual identities, for example a male 
user may configure his virtual identity to appear as female.  
Since most IM systems use the public Internet, the risk is 
high that usernames and passwords may be intercepted, or 
an attacker may hijack a connection or launch a man-in-the-
middle (MITM) attack.  With hijacking and MITM attacks, 
the victim user thinks he/she is communicating with a buddy 
but is really communicating with the attacker masquerading 
as the victim’s buddy.  Instant messaging’s anonymity allows 
cyber criminals such as pedophiles, scam artists, and stalkers 
to make contact with their victims and get to know those they 
target for their crimes (Cross, 2008).  IM-assisted cybercrimes, 
such as phishing, social engineering, threatening, cyber 
bullying, hate speech and crimes, child exploitation, sexual 
harassment, and illegal sales and distribution of software 
are continuing to increase (Moores and Dhillon, 2000).  
Additionally, criminals such as terrorist groups, gangs, and 
cyber intruders use IM to communicate (Abbasi and Chen, 
2005).  Criminals also use IM to transmit worms, viruses, 
Trojan horses, and other malware over the Internet.

With increasing IM cybercrime, there is a growing need for 
techniques to assist in identifying online criminal suspects 
as part of the criminal investigation.  Cyber forensics is the 
application of investigation and analysis techniques to gather 
evidence suitable for presentation in a court of law with the 
goal of discovering the crime that took place and who was 
responsible (Bassett et al., 2006).  With IM communications, 
it is necessary to have cyber forensics techniques to assist in 
determining the IM user’s real identity and collect digital 
evidence for investigators and law enforcement.

Behavioral Biometrics Writeprints for 
Authorship Analysis

Determining an IM user’s real identity relies on the fact that 
humans are creatures of habit and have certain persistent 
personal traits and patterns of behavior, known as behavioral 
biometrics (Revett, 2008).  Online writing habits, known as 
stylometric features, include composition syntax and layout, 
vocabulary patterns, unique language usage, and other stylistic 
traits.  Thus, certain stylometric features may be used to create 
an author writeprint to help identify an author of a particular 
piece of work (De Vel et al., 2001).  A writeprint represents 
an author’s distinguishing stylometric features that occur in 
his/her instant messaging communications.  These stylometric 

features may include average word length, use of punctuation 
and special characters, use of abbreviations, and other stylistic 
traits.  Writeprints can provide cybercrime investigators a 
unique behavioral biometric tool for analyzing IM-assisted 
cybercrimes.  Writeprints can be used as input to a criminal 
cyberprofile and as an element of a multimodal system to 
perform cyber forensics and cybercrime investigations.

Instant messaging communications contain several stylometric 
features for authorship analysis research.  Certain IM specific 
features such as message structure, unusual language usage, 
and special stylistic markers are useful in forming a suitable 
writeprint feature set for authorship analysis (Zheng et al., 
2006).  The style of IM messages is very different than that 
of any other text used in traditional literature or other forms 
of computer-mediated communication.  The real time, casual 
nature of IM messages produces text that is conversational in 
style and reflects the author’s true writing style and vocabulary 
(Kucukyilmaz et al., 2008).  Significant characteristics of IM 
are the use of special linguistic elements such as abbreviations, 
and computer and Internet terms, known as netlingo.  The 
textual nature of IM also creates a need to exhibit emotions.  
Emotion icons, called emoticons, are sequences of punctuation 
marks commonly used to represent feelings within computer-
mediated text (Kucukyilmaz et al., 2008).  An author’s IM 
writeprint may be derived from network packet captures 
or application data logged during an instant messaging 
conversation.  Although some types of digital evidence, such 
as source IP addresses, file timestamps, and metadata may be 
easily manipulated, author writeprints based on behavioral 
biometrics are unique to an individual and difficult to imitate.

Creating IM Writeprints

A stylometric feature set is composed of a predefined set 
of measurable writing style attributes.  Given t predefined 
features, each set of IM messages for a given author 
can be represented as a t-dimensional vector, called a 
writeprint.  Figure 1 presents a stylometric feature set for a 
356-dimensional vector writeprint with lexical, syntactic, and 
structural features. (Orebaugh et al., 2014)  The number of 
features in each category is shown in parenthesis.

Lexical features mainly consist of count totals and are further 
broken down into emoticons, abbreviations, word-based, 
and character-based features.  Syntactic features include 
punctuation and function words in order to capture an 
author’s habits of organizing sentences.  Function words 
include conjunctions, prepositions, and other words that carry 
little meaning when used alone, such as “the” or “of”.  They 
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file is constructed it is analyzed to determine weaknesses and 
to identify additional information needed for prosecution.  
This analysis leads to any follow-up investigations that 
need to occur including collecting additional evidence and 
interviewing witnesses again.  Once the case is considered 
complete the prosecutor will decide whether to bring the 
case to trial and how to proceed.  There is no standard 
accuracy measure or probability threshold for authorship 
attribution evidence; the investigator only needs probable 
cause to initiate a warrant or arrest.  In addition, evidence 
admissibility varies by jurisdiction.  In cases where digital 
evidence is not admissible, expert witnesses are often called 
upon to provide their expertise and interpretation.  In 
the court of law, the jury only needs reasonable doubt to 
determine a defendant’s guilt or innocence.  Some relevant 
criminal cases were investigated and prosecuted based on 
text message abbreviations, sentence length, and punctuation 
(Leafe, 2009).

Criminal Profiling and IM

Criminal profiling is an investigative method that has 
been used in traditional criminal investigations that can 
also be applied to cybercrime investigations, known as 
cyberprofiling.  Cross defines traditional criminal profiling is 
the “art and science of developing a description of a criminal’s 
characteristics (physical, intellectual, and emotional) 
based on information collected at the scene of the crime” 
(Cross, 2008).  Criminal profiling often uses patterns and 
correlations among criminal activity and different crimes 
to construct a profile.  Criminal profiling is used to assist 
with the investigative process, reduce the potential suspect 
space to a certain subset of suspects, link related crimes, 
and develop an interview and interrogation strategy (Casey, 
1999).  It is important to note that a criminal profile will only 
provide generalities about the type of person who committed 
a crime, it will not identify a specific individual.  Criminal 
profiling is one method among many for assisting with 
criminal investigations and building a case file.  The profile 
cannot exist as evidence, rather it provides information to 
allow investigators to focus on the right suspects and begin to 
gather additional evidence (Cross, 2008).  A criminal profile 
can be used in court in conjunction with expert witness 
testimony.  “An expert witness can reference a criminal profile 
as the basis of an opinion that there is a high probability of 
a link between a particular suspect and a particular crime” 
(Cross, 2008).  An IM author writeprint may be used as 
input to a criminal profile.

The FBI is credited with formalizing the criminal profiling 
process.  The FBI’s Behavioral Science Unit (BSU) 
“focuses on developing new and innovative investigative 
approaches and techniques to solve crimes by studying 
offenders and their behaviors and motivations” (FBI, 
2014).  The BSU has been assisting local, state, and federal 
agencies in narrowing investigations by providing criminal 
profiles since the 1970s (Doublas et al., 2014).  The FBI 
BSU has created the six-step criminal profile generating 
process shown in Table 1.

Table 1.  FBI BSU Criminal Profile Process

FBI BSU Criminal Profile Process

1. Profiling Inputs The first step collects profiling inputs 
including comprehensive information 
about the crime and all evidence collected, 
both tangible, physical evidence and 
digital evidence.

2.  Decision Process 
Models

This step analyzes the information and 
evidence to determine patterns and 
possible linkages to other crimes.

3. Crime Assessment The crime scene is reconstructed and 
analyzed to determine the sequence of 
events and other information about the 
crime.

4. Criminal Profile The first three steps are combined 
to create a criminal profile, often 
incorporating the motives, physical 
qualities, and personality of the 
perpetrator.  The criminal profile is also 
used to create an interrogation strategy 
for the suspects.

5. The Investigation Investigators and others use the profile 
to learn more information and identify 
suspects.  Suspects matching the profile 
are evaluated.  The profile may be 
reassessed if no leads or suspects are 
identified.

6. The Apprehension The last stage occurs when investigators 
believe they have identified the most 
plausible suspect likely to be the 
perpetrator.  A warrant is obtained for the 
arrest of the individual, usually followed by 
a trial (Doublas et al., 2014).

The FBI criminal profile generating process may be 
easily applied in a cybercrime investigation to perform 
cyberprofiling.  Various types of digital and non-digital 
evidence may be combined as profile inputs, including, 
email, IM conversations, network packet captures, 
account activity information, and physical evidence.  A 
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cybercriminal’s profile may include a number of traits such 
as time and location of computer access, types of computer 
attacks launched by the attacker, programs and attack tools 
used, writeprints, and targets of the cybercrime whether 
they be human or electronic (networks, satellites, phones, 
computer systems, etc.).

In the context of IM-assisted cybercrime, cyberprofiling uses IM 
data such as the conversation logs, IM client version, timestamps, 
the length of time the user has been logged on, etc. IM writeprints 
may be used in conjunction with other evidence and investigative 
techniques to build or validate a criminal profile; reduce the 
potential suspect space to a certain subset of suspects; link related 
crimes; develop an interview and interrogation strategy; and 
gather convincing digital evidence to justify search and seizure 
and provide probable cause.

Conclusion

As cybercrimes continue to increase, new cyber forensics 
techniques are needed to combat the constant challenge of 
Internet anonymity.  The IM writeprint technique may be used 
to assist cybercrime decision support tools in collecting and 
analyzing digital evidence, discovering characteristics about 
the cyber criminal, and assisting in identifying cyber criminal 
suspects.  Future areas of research include implementing the 
IM writeprint taxonomy on past and/or ongoing investigation 
data for further analysis and modification.  Additionally, this 
research would benefit from a feasibility analysis of various 
sociolinguistic writeprint categories (such as gender and age).  
Lastly, the IM writeprint taxonomy may be modified and 
applied to other communication mediums such as text, Twitter, 
and Facebook.
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Appendix A
Function Words

about both inside of something we

above but into off such what

after by is on than whatever

all can it once that when

although could its onto the where

am do latter opposite their whether

among down less or them which

an each like our these while

and either little outside they who

another enough lots over this whoever

any every many own those whom

anybody everybody me past though whose

anyone everyone more per through will

anything everything most plenty till with

are few much plus to within

around following must regarding towards without

as for my same under worth

at from near several unless would

be have need she unlike yes

because he neither should until you

before her no since up your

behind him nobody so upon

below if none some us

beside in nor somebody used

between including nothing someone via

Abbreviations

143 CYA ILY OMG THX WYWH

… DBEYR IMHO OTP TLC XOXO

2moro DILLIGAS IRL PITA TMI YT

2nite ETC ISO PLS TTYL YW

ASAP FUBAR JK PLZ TTYS

B4N FWIW L8R POV TYVM

BCNU FYI LMAO ROTFL U2

BFF GR8 LMFAO RU VBG

BRB IC LOL SOL WEG

BTW IDC NP STBY WTF

CU IDK OIC SWAK WTG

Emoticons
:-) :) :-( :( ;-) ;)

:-P :P ;-P ;P :-D :D

:’-( :’( :\* :-\* 0:-) 0;-)

:-! :*( >:) >:-) :-* :-/

:-\ :-[ :-] :-{ :-} :-S

:-x :-# :-|  =) >:-( >:(

<3 </3 0:)  :* :/ :\
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BECO: Behavioral Economics of Cyberspace 
Operations
By Victoria Fineberg

This paper proposes a risk-management framework Behavioral Economics of 
Cyberspace Operations (BECO) for hardening Cyberspace Operations (CO) with 
the Behavioral Economics (BE) models of cognitive biases in judgment and decision-

making.  In applying BE to CO, BECO augments a common assumption of a rational cyber 
warrior with more realistic expressions of human behavior in cyberspace.  While the current 
development of the cyber workforce emphasizes education and training, BECO addresses 
typical conditions under which rational decision-making fails and knowledge is neglected.  The 
BECO framework encompasses a full set of cyber actors, including attackers, defenders, and 
users on the friendly and adversary sides, across the full CO spectrum in space and time, and 
offers a structured approach to the cognitive bias mitigation.

Bringing BE into CO
This paper proposes enhancements of Cyberspace Operations 
(CO) by adapting Behavioral Economics (BE) models in a novel 
framework Behavioral Economics of Cyberspace Operations 
(BECO).  The essence of BECO is the identification of cognitive 
biases of CO actors, mitigation of biases on the friendly side, 
and exploitation of biases on the adversary side.  BECO is a CO-

focused extension of the Behavioral Economics of Cybersecurity 
(BEC) framework (Fineberg, 2014) that augments the National 
Institute of Standards and Technology’s Risk Management 
Framework (RMF) of information security (NIST SP 800-39, 
2011) by introducing a new class of vulnerabilities corresponding 
to persistent human biases.  BECO takes it further by applying 
the BEC risk management approach to cyber operations and 

CO-specific cyberactors.  Figure 1 depicts 
the progression from BE to BEC and BECO 
and the concepts that link them.

While the current cognitive analysis 
of warfighting is rooted in psychology 
(Grossman and Christensen, 2007), the 
awareness of the BE discoveries is rising 
in the military community (Mackay & 
Tatham, 2011; Holton, 2011).  However, in 
the existing work, the BE relevance is limited 
to providing general analogies between the 
BE findings and military scenarios, without 
offering a practical approach for using BE in 
the operations.  In contrast, BECO provides 
an overarching framework of behavioral 
models encompassing the full spectrum of 

Figure 1. Progression from BE to BEC and BECO.

The views presented are those of the author and do not necessarily represent the views of the Defense Information Systems 
Agency (DISA), Department of Defense (DoD) and its Components, or the United States Government.
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BECO: BEHAVIORAL ECONOMICS OF CYBERSPACE OPERATIONS(CONT.)

operational scenarios and cyberactors.  The goals of this work 
are to raise the awareness of persistent human biases of CO 
actors that cannot be eliminated by traditional training, provide 
a framework for identifying and mitigating critical biases, and 
influence policies guiding cyberspace security and operations.  

Cyberspace Operations and BECO

The CO concept is evolving, and this paper uses the current tenets 
of the United States Cyber Command (USCYBERCOM) as the 
basis for analyzing the CO characteristics addressed in BECO.  CO 
are conducted in cyberspace, which Department of Defense (DoD) 
has designated as a warfighting domain (Stavridis & Parker, 2012, 
p. 62) and a part of the Information Environment (IE) that exists 
in three dimensions: Physical, Informational, and Cognitive.  CO 
is a component of the Information Operations (IO) conducted in 
IE, as shown in Figure 2.

The joint doctrine defines the Information 
Environment (IE) as “the aggregate of individuals, 
organizations, and systems that collect, process, 
disseminate, or act on information” (JP 3-13, 
2012, p. vii); the Information Operations 
(IO) as “the integrated employment, during 
military operations, of [Information Related 
Capabilities] IRCs in concert with other lines 
of operation to influence, disrupt, corrupt, or 
usurp the decision making of adversaries and 
potential adversaries while protecting our own” 
(p. vii); Cyberspace as “a global domain within 
the information environment consisting of 
the interdependent network of information 
technology infrastructures and resident data, 
including the Internet, telecommunications networks, computer 

systems, and embedded processors and controllers” (p. II-9); 
and the Cyberspace Operations (CO) as “the employment of 
cyberspace capabilities where the primary purpose is to achieve 
objectives in or through cyberspace” (p. II-9).  The IE migration 
towards the Joint Information Environment (JIE) will facilitate 
the cyberspace defense, and BECO will enhance JIE’s cognitive 
dimension.

The USCYBERCOM’s mission is to conduct the full-spectrum 
CO in the three focus areas including the defense of the DoD 
Information Networks (DoDIN), support of combatant 
commanders, and response to cyber attacks (U.S. Cyber 
Command, 2013).  Correspondingly, USCYBERCOM operates 
across three Lines Of Operation (LOO) including DoD Network 
Operations (DNO), Defensive Cyber Operations (DCO), and 
Offensive Cyber Operations (OCO) (Pellerin, 2013a).  DNO 
provides a static defense of the DoDIN perimeter.  DCO includes 

maneuvers within the perimeter to stop attacks 
that have passed the static DNO defenses, 
actions outside the perimeter to stop impending 
attacks, and employment of Red Teams.  OCO 
is “the ability to deliver a variety of effects outside 
our own network to satisfy national security 
requirements” (Pellerin, 2013a).  Figure 3 below 
provides a graphical representation1 of these COs.

BECO uses the full-spectrum nature of 
USCYBERCOM to define a comprehensive set 
of cognitive CO scenarios, as discussed below.

1  This figure is developed for this paper as a graphical representation of the CYBER-
COM COs using publically available information.  The figure is not developed or 
endorsed by the CYBERCOM and is used for illustration only.

Figure 2. Key concepts related to Cyberspace 
Operations.

Figure 3. Graphical representation of the CYBERCOM COs.
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Behavioral Economics

This section provides some BE background with the emphasis 
on the BECO relevance.

BE Background

Behavioral Economics (BE) is a 
recent science that emerged at 
the confluence of psychology and 
economics to correct Standard 
Economics (SE) models for 
cognitive biases demonstrated in 
psychological experiments.  SE 
relies on the rational-agent model 
of the preference-maximizing 
human behavior.  In contrast, 
BE is based on the statistically 
significant evidence of systematic 
deviations of the economic actors’ 
behavior from the rationality 
assumed in SE.  Economists use 
the terms ‘rationality’ and ‘biases’ 
in a specific context.  Kahneman, 
a 2002 winner of the Nobel 
Memorial Prize in Economic 
Sciences, explains that rationality 
is logical coherence, which could 
be reasonable or not (2011).  The rational-agent model assumes 
that people use information optimally and that the cost of 
thinking is constant.  However, empirical evidence shows that 
even high-stake strategic decisions are biased (Kahneman, 
2013).  A bias is a systematic error, an average system error that 
is different from zero (Kahneman, 2006).  BE studies biases that 
represent psychological mechanisms skewing people’s decisions 
in specific directions, beyond the considerations of rationality 
and prudence.

Psychology: Fast and Slow Thinking

The differences between biased and rational decision making 
can be traced to the distinction between two types of thinking 
that Kahneman (2011) calls System 1 (S1) and System 2 (S2), 
respectively.  S1 refers to the fast, automatic, intuitive thinking; 
and S2 refers to the slow, deliberate, effortful thinking.  The S1 
thinking includes automatic activities of memory and perception; 
and intuitive thoughts of two types, the expert and the heuristic.  
The expert thought is fast due to prolonged practice, and the 
heuristic thought is exemplified by one’s ability to complete the 
phrase ‘bread and …’ and answer 2 + 2 = ?  In contrast with S1, 
S2 performs effortful mental activities that require concentration.  
Examples of S2 activities include parking a car in a narrow 
space, filling out tax forms, and complex computations.  Figure 

4 summarizes the key features of S1 and S2 with the emphasis 
on the S1-based heuristics that are the main cause of cognitive 
biases in judgment and decision making.

Interactions between S1 and S2 are complex and generally favor 
decisions made by S1, even though S2 has some limited capacity 
to program normally-automatic functions of attention and 
memory.  S1 produces biases, which are systematic errors it makes 
in specific circumstances, such as answering easier questions than 
those asked and misunderstanding logic and statistics.

S2 is used to focus on a task, but the intense focus blinds people 
to other stimuli and cannot be sustained for prolonged periods 
of time.  Most thinking originates in S1, but S2 takes over when 
decisions are difficult and has the last word.  While it may be 
desirable to switch from S1 to S2 in order to avoid making 
biased choices, Kahneman notes that “because System 1 operates 
automatically and cannot be turned off at will, errors of intuitive 
thought are often difficult to prevent.  Biases cannot always be 
avoided, because System 2 may have no clue to the error.  Even 
when cues to likely errors are available, errors can be prevented 
only by the enhanced monitoring and effortful activity of System 
2.  As a way to live your life, however, continuous vigilance is not 
necessarily good, and it is certainly impractical” (2011, p. 28).  
Furthermore, “effort is required to maintain simultaneously in 
memory several ideas that require separate action” (p. 36) and 
“switching from one task to another is effortful, especially under 
time pressure” (p. 37).

Figure 4. Types of human thinking.
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The fast and slow thinking patterns of S1 and S2 apply to all 
areas of decision making including economics (BE), cybersecurity 
(BEC), and cyber operations (BECO).  When cyberactors 
focus on absorbing tasks, they 
are oblivious to other important 
signals and commit biases that 
override their experience and 
training.

Incorporation of Biases in 
Economics, Cybersecurity, 
and CO

The integration of psychological 
f ind ing s  o f  behav io r  and 
judgment into economics, i.e., 
the progression from SE to BE, 
required revisions of mainstream 
economic methods.  According 
to Rabin, the difference between 
psychology and economics is that 
“while psychology investigates 
humans in all their richness, 
economics requires models that 
are not so rich as to retard the 
process of drawing out their 
economic implications” (1996, 
p. 2).  Psychologists provide the 
breadth of information about the human psyche, and economists 
then use the filters of simplicity and tractability to select the 
psychological findings that enable them to build meaningful 
economic models.

Economic methods include methodological individualism, 
mathematical formalization of assumptions, logical analysis 
of the relationship between conclusions and assumptions, and 
empirical field testing.  In SE, methodological individualism 
consists of two basic components: actors have well-defined 
preferences and they rationally maximize these preferences.  BE 
revises these components by applying empirical evidence from 
psychology to the economic assumption-making to modify the 
nature of the preferences (Rabin, 1996, Section 2), demonstrate 
systematic errors that individuals commit when maximizing their 
utility functions (Rabin, 1996, Section 3), and describe scenarios 
where the very concept of people maximizing their preferences 
does not hold (Rabin, 1996, Section 4).  Some cognition-based 
modifications are relatively easy to incorporate into economic 
models; other psychological findings raise awareness of the 
model shortcomings and improve economics on an ad hoc basis.  
Psychologists and experimental economists conduct controlled 
laboratory experiments to generate hypotheses, and economists 
test these hypotheses in uncontrolled field studies.  Likewise, 

BECO is a hypothesis for integrating BE models into the CO 
Concepts of Operations (CONOPS) to be tested in field studies, 
as illustrated in Figure 5.

BECO will identify psychology and BE findings that could 
provide meaningful CONOPS enhancements.  As with BE, some 
of these findings will be incorporated into CONOPS directly, 
while others will be used to raise awareness and improve the 
operations on an ad hoc basis.

BECO Solution and Innovation

BECO is a proposed framework for increasing the effectiveness 
of Cyberspace Operations, such as those of USCYBERCOM, 
by defining a risk management framework of the CO cognitive 
dimension.  BECO identifies biases in the operational judgment 
and decision-making and seeks their mitigation on the friendly 
side and their exploitation on the adversary side.  In this context, 
“the friendly side” refers to the United States and its allies, 
and “the adversary side” refers to states and non-state entities 
opposing the U.S. in cyberspace. 

BECO Description

BEC model.  BECO is an application of BEC to CO, where 
BEC is a framework for conducting BE-based cybersecurity 
risk management (Fineberg, 2014).  BEC is defined in three 
dimensions of Cyberactors, Security Services, and Controls as 
depicted in Figure 6.

Figure 5. Relationships Between Psychology, BE, BEC, and BECO.
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Figure 6.  BEC framework.

Cyberactors are classes of individuals defined by their distinct 
cyber roles of Users, Defenders, and Attackers.  Users are seeking 
functional capabilities of cyberspace, Defenders are protecting 
cyberspace, and Attackers are exploiting cyberspace.  Security 
Services are classes of features that ensure proper cyberspace 
operation and include Confidentiality, Integrity, and Availability.  
Confidentiality is protection of the user information, Integrity 
is protection of cyber systems and data from unauthorized 
access and malicious manipulation, and Availability is the user’s 
ability to use cyberspace systems and data.  Controls are risk-
management responses for upholding cybersecurity including 
Identification, Response, and Prevention.  Identification uncovers 
significant cognitive biases that apply to various scenarios, 
Response mitigates biases on the friendly side and exploits biases 
on the adversary side, and Prevention 
encompasses research, training and other 
preparation.

The BEC cube can be used for 
comprehensive Risk Management 
and for selecting and controlling the 
greatest risks.  In the Risk Assessment 
phase, cognitive vulnerabilities are 
represented by one or more squares 
on the Cyberactor-Security Services 
surface; and in the Risk Response phase, 
mitigation is selected along the Controls 
axis.

BECO model.  BECO applies BEC to CO 
exemplified by the USCYBERCOM’s 
mission.  The principal distinctions 
between the two frameworks are their 

respective scopes and sets of actors.  The scope of BEC is the 
general cybersecurity risk management, whereas the scope of 
BECO is risk management of the full-spectrum CO, as depicted 
in Figure 7.  The BEC RMF is applied to each BECO actor, thus 
creating a five-dimensional analysis space of Cyberactors, Security 
Services, Controls, Planning Levels, and Lines of Operation.

Figure 7.  BECO framework.

A comprehensive scope of BECO is assured by its incorporation 
of a comprehensive set of questions “who, why, what, how, 
when, and where.”   “Who” are CO cyberactors, and “why, 
what, and how” represent actors’ biases and actions.  “When” is 
the time dimension, the timeframe of the strategic, operational, 
and tactical levels of the CO planning.  “Where” is the space 
dimension, such as the USCYBECOM’s Lines Of Operation 
(LOO) including DoD Network Operations (DNO), Defensive 
Cyber Operations (DCO), and Offensive Cyber Operations 
(OCO).  DNO provides typical enterprise security within the 

Figure 8.  BECO actors.
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defense perimeter, and its risk management corresponds to the 
original BEC.  DCO extends DNO with the maneuver capability 
outside the perimeter and employs Red Teams.  OCO engages in 
global military actions, in which USCYBERCOM’s attackers are 
on the friendly side.  In CO, the scope of actors expands beyond 
BEC’s Users, Defenders, and Attackers by the considerations of 
the friendly and adversary sides as depicted in Figure 8, where 
the friendly-side USCYBECOM forces are described by Pellerin 
(2013b).

The friendly side includes Defenders (fD) such as USCYBERCOM’s 
Cyber Protection Teams (CPT) and National Mission Teams 
(NMT), Attackers (fA) such as Combat Mission Teams (CMT), 
and Red Teams (fRT) testing the friendly defenses.  On the 
adversary side, Attackers (aA) are regular BEC attackers and 
Defenders (aD) are BECO entities whose cognitive biases are 
exploited by fAs.  Insiders (aI) are adversarial actors sabotaging 
the friendly side from inside the friendly defense perimeter; 
similarly, Spies (fS) are supporting the friendly side from inside 
the adversary defense perimeter.  BECO Users include both 
adversary Users (aU) and friendly Users (fU) that may undermine 
the friendly and the adversary sides, respectively.

Examples of BECO Biases
Insider Biases and Mitigation

The BECO Black Swans are insiders (aI) that disclose information 
of vital importance or enable adversaries to penetrate the friendly 
defenses.  Insiders may operate in various building blocks of the 
BECO framework and are particularly dangerous in Strategy and 
Operations.  Like with all Black Swans (Taleb, 2010), their actions 
and motivations are analyzed a posteriori, and CO proceeds to 
fight the last war.  The most dangerous insiders are turn-coat 
defenders.  Their downfall is gradual, from minor infractions to 
full-blown national security violations.  This pattern resembles 
coherent arbitrariness (Ariely, Loewenstein, & Prelec, 2000), a 
human propensity for mentally anchoring on arbitrarily selected 
initial conditions (“arbitrariness”) and then making judgments 
systematically related to the initial selection (“coherence”).

In Ariely’s experiments, students were either paid or received 
payment for listening to his poetry recital, depending on whether 
a session was offered as an entertainment or a chore (2009).  
The students’ initial decision to pay for Ariely’s poetry was as 
arbitrary as that of Tom Sawyer’s friends agreeing to pay for 
whitewashing his aunt’s fence, but after that decision had been 
made, the amounts paid were coherently proportional to the 
duration of the experience.  To fight the formation of undesirable 
patterns, Ariely urges decision makers to question their repeated 
behaviors and pay particular attention to the initial decisions in 
what is going to become a long stream of decisions.  Likewise, 
in BECO it is important to identify and prevent decisions that 

may turn defenders into insiders and break harmful patterns as 
soon as they form.

Insider actions may also be forestalled by using a powerful 
psychological mechanism of cognitive dissonance described by 
Leon Festinger (1962) as “that if a person knows various things 
that are not psychologically consistent with one another, he will, 
in a variety of ways, try to make them more consistent” (p. 93).  
Ariely provides an example of how “doctors reason that if they 
are telling others about a drug, it must be good—and so their 
own beliefs change to correspond to their speech, and they start 
prescribing accordingly” (2012, p. 81).  Furthermore, actions 
create preferences, because “decisions can be highly sensitive to 
situational factors, even when such factors are unrelated to the 
actual utility of that course of action” and individuals “rely not 
only on stable hedonic utilities but also on their memories of 
utility for their own past behaviors” (Ariely & Norton, 2008, p. 
13).  In BECO, cognitive dissonance can be used to enhance the 
loyalty of the cyber workforce by asking defenders to perform 
patriotic duties beyond their normal responsibilities and thereby 
develop a positive mindset.  Negative attitudes of defenders must 
be curtailed before they deepen and lead to adversarial insider 
actions.

Hawkish Biases

Hawkish biases influence military strategy towards aggressive 
“hawkish” attitudes and downplay conciliatory, or “dovish,” 
attitudes beyond common considerations of prudence.  They 
affect attackers on the friendly and adversary sides in the BECO 
strategy block.  Mitigation of these biases requires actions by 
attackers, defenders and Red Teams as discussed in this section.  
The name “hawkish biases” was introduced by Kahneman and 
Renshon (2009) who reviewed an extensive list of cognitive biases 
in the context of military and diplomatic actions and found that 
all of them were strongly directional towards aggression.  The set 
of positive illusions includes “unrealistically positive views of one’s 
abilities and character, the illusion of control, and unrealistic 
optimism” (p. 4).  Unrealistically positive views lead people to 
consider themselves better decision makers and negotiators 
than they are.  People experience the illusion of control when 
they exaggerate the impact of their actions on the outcomes, 
and under stress, they prefer strategies that they think would 
give them more control.  Unrealistic optimism causes people to 
overestimate the odds of positive for them events, have more 
confidence in their predictions than the circumstances warrant, 
and discount the abilities and skills of their peer group.  Political 
science studies and simulated conflicts have demonstrated that 
the positive-illusion biases cause leaders to have unrealistically 
positive views of the balance of military power, and many wars 
start because leaders on each side believe that they will win.  
Furthermore, during a conflict, negotiations stall because each 
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side thinks that it has a stronger hand and, therefore, it is less 
likely to make concessions.  Positive illusions take place in BECO 
when each side overstates its attack capabilities against the other 
side’s defenses.  The attackers’ illusion of control may be exploited 
by the opponent setting up deception systems.

The Fundamental Attribution Error (FAE) is a bias of explaining 
behaviors of others by exaggerating their intentions and 
discounting their circumstances.  This bias persists even when 
people are aware of it.  In conflicts, “beliefs in the hostile 
intentions of adversaries tend to be self-perpetuating—and … 
self-fulfilling” (p. 8), whereas the true reasons for hostile actions 
could be in response to the opponent’s domestic politics or to 
one’s own aggression.  With the FAE, the hawkish behavior is 
prompted by attributing the opponent’s moderate behavior to 
their situation and their hostile behavior to their disposition.  The 
FAE affects BECO when each side assumes that the other side is 
preparing cyber attacks.  Moreover, in cyberspace, the FAE may 
be exaggerated even further, because many exploits are invisible 
until they are launched.  The players must be aware of the FAE 
and try to distinguish genuine attacks from random events before 
responding in kind.  Considering the difficulty of attribution in 
cyberspace and the need for an almost instantaneous response, 
defenders must have effective diagnostic capabilities.  When 
there is a possibility that an adversary may misperceive an attack, 
direct communications between decision makers are particularly 
important.

Loss aversion is a manifestation of people’s greater sensitivity 
to losses than gains.  Related biases are the endowment effect 
of overvaluing the items people already own in comparison 
to identical items that do not belong to them, and the 
status-quo bias of the preference for the existing situation 
even if a change would be more beneficial.  Loss aversion 
negatively affects negotiations, because each side considers its 
concessions as greater losses than they are gains for the other 
side.  In BECO, the endowment effect causes cyberactors 
to overestimate the merit of their strategies, processes, and 
technologies.  Recommendations for significant changes must 
not only be justified logically but also address commanders’ 
biases, and analyses of alternatives must be conducted by 
independent parties.  Confirmation bias causes commanders 
to overvalue evidence supporting their beliefs that some types 
of cyber attacks are more likely, some adversaries are more 
dangerous, and some defenses are more effective.  The BECO 
countermeasures should include independent reviews and stress 
tests by Red Teams.

Risk seeking in losses causes people facing a sure loss to take 
greater risks.  In conflicts, the side anticipating a significant 
loss is prone to engage in a disastrous campaign that has a 

small chance of winning; instead of ignoring sunk costs, leaders 
escalate commitment .  An agency problem compounds these 
effects, because leaders (“agents”) are punished for losses and 
rewarded for gains even in situations where their constituency 
(“principals”) would have preferred a loss to a foolish risk.  In 
BECO, the players that consider themselves more vulnerable, 
e.g., non-state entities, may be attacking more aggressively to 
avoid a certain loss.  Considering that in cyberspace the actual 
capabilities are concealed and perceptions are more potent than 
in physical realms, irrationally-motivated attacks are more likely.  
The agency problem is also evident in the botnet phenomena 
where the owners of infected computers (“adversary users,” or 
aU) are “agents” who don’t really suffer from the Distributed 
Denial of Service (DDoS) attacks that they precipitate.

Pseudo-certainty is a bias in multi-stage decision-making of 
choosing the certain outcome of the last stage while disregarding 
the probability of reaching that last stage.  This situation 
frequently arises in international politics where decision makers 
focus on the certainties of the final stage and disregard the 
contingency of the final stage on preceding stages, which may 
strongly depend on the decision makers’ choices.  Thus, “actors 
under-emphasize the effect of their own actions” (p. 19).  In 
BECO, this means that an actor may focus on its strength 
in a full-blown cyber conflict and disregard the statistical 
uncertainties of the preliminary actions leading to it.  Field 
experiments may indicate that in BECO individual hawkish 
biases might benefit from a consolidated approach if any of them 
reinforce or diminish the influence of others.

BECO Mitigation

Biased decisions are frequently made when individuals are in a 
“hot” state, i.e., their reflexive thinking dominates their logical 
thinking (Ariely, 2009, pp. 120-121).  This paper proposes 
a structured mitigation approach for preparing friendly-side 
cyberactors for potential hot states as depicted in Figure 9.

The mitigation framework covers a range of approaches starting 
with the hot state avoidance (1), proceeding to switching to a cold 
state in different parts of the process (2 and 3), and then moving 
to various approaches to the preparation to and management 
of the hot state itself (4 through 8).  This framework formalizes 
recommendations found in discrete sources as follows:

1. Avoid some hot states all together (Ariely, 2009, pp. 130-
131), because upon entering these states resistance to 
temptation becomes extremely difficult.  A BECO example 
of such hot-state avoidance is blocking access to the Internet 
pornography sites.
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2. When a choice is difficult to make, because all options 
have approximately the same utility even as the details vary, 
choose one option and stick to it instead of prolonging the 
analysis and getting paralyzed by choice (Ariely, 2009, pp. 
194-196).  In BECO, this corresponds to choosing certain 
critical operational responses in advance.

3. Powerful technical and process controls must be defined to 
activate cyberactors’ cold state at the point where they are 
likely to make critical mistakes, thus satisfying Kahneman’s 
wish to have “a warning bell that rings loudly whenever 
we are about to make a serious error” (2011, p. 417).  An 
existing example of such a control is an operating system 
that asks users to confirm that they want to delete a file.  In 
BECO, Tactics, Techniques, and Procedures (TTPs) must 
be defined for anticipated critical decision points, forcing 
cyber warriors to invoke their System 2 thinking.

4. Nudges (Thaler & Sunstein, 2009) and defaults are 
used to suggest a preferred option without forcing it.  In 
BECO, this approach is more applicable to cyber users 
who are free to choose than to warfighters who can be 
compelled to act in certain ways by their organizations.

5. Taleb (2010) urges to consider Black-Swan events not as 
exceptions that are explained a posteriori, but as a class 
of low-probability high-impact events that cannot be 
individually predicted.  The best preparation for potential 
Black Swans is to cultivate antifragility (Taleb, 2012) that 
would protect an entity from a broad range of calamities.  
A current example of such preparation is Continuity 
Of Operations Planning (COOP), which Fineberg 
recommends enhancing with random stress testing (2012).  
Stress testing for developing antifragility should also be 

incorporated into a variety of BECO scenarios, e.g., cyber 
flag exercises (Alexander, 2012, p. 14).

6. Behavioral economists warn that the knowledge of cognitive 
biases does not prevent people from committing these biases.  
Kahneman admits that his intuitive thinking is just as prone 
to overconfidence and other System 1 manifestations as it 
was before he started studying these issues.  However, he has 
improved his ability to recognize situations in which errors 
are likely, and once he recognizes them, to slow down and 
invoke System 2 (2011, p. 417).  It is also easier to recognize 
errors of others than one’s own, because “observers are 
less cognitively busy and more open to information than 
actions.”  Kahneman recommends having water-cooler 
discussions to take advantage of the group influences.  
BECO training should include developing the recognition 
of error-prone situations, and BECO CONOPS should 
include activities that activate group influences.

7. Conditioning for specific situations prepares people for 
taking the correct action when the situation arises, as 
for example, practiced by psychiatrists in the behavioral 
therapy of Exposure Response Prevention (ERP) for treating 
conditions such as panic.  ERP practitioners select appropriate 
frequency, duration, rate of build-up, and escape prevention 
to achieve high levels of effectiveness.  Likewise, certain 
combat situations require a single instantaneous decisive 
action.  For physical combat, Grossman and Christensen 
recommend operand conditioning, i.e., realistic training 
until a warrior performs required actions automatically 
without thinking, because “whatever you rehearse is what 
you do under stress” (2007, p. 47).  For example, practice 
shooting at moving targets shaped as human silhouettes has 
increased the front-line firing rate from 15 to 20 percent 

Figure 9.  A structured approach to mitigating cognitive biases.
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in World War II to 90 percent during the Vietnam War.  
The BECO counterpart of such a conditioning is General 
Alexander’s request for a single standard for taking action 
(2012, p. 14).  

8. People can be prepared for decision making in a process 
called “priming,” which is widely used in cognitive 
psychology experiments to affect the choices people make 
in a hot state.  For example, Ariely (2009, p. 283) shows 
how reciting of the Ten Commandments prior to exams 
has resulted in significantly reduced student cheating.  
Likewise, in BECO cyber warfighters can be primed with 
the reminders of their honor code.

While cognitive biases have been extensively identified and 
thoroughly studied, their mitigation is challenging.  A critical 
issue is that mitigation may work in laboratory experiments but 
not in real-life scenarios.  Another problem is that any given 
mitigation may work in a short term but wear off with repetition.  
Nevertheless, the principal reason for identifying cognitive biases 
in BECO is the potential ability to develop effective responses.  
To facilitate research of mitigation, a full-scope cyber force such as 
USCYBERCOM can use its defense forces to test its attackers and 
use its attack forces to test its defenders as depicted in Figure 10.

Figure 10.  Bias testing architectures.

The top part of Figure 10 illustrates how Red Team (RT) 
probing of vulnerabilities of the friendly-side defenders can 
be used to strengthen friendly defenders (fD) and weaken 
adversary defenders (aD).  For example, RTs may discover that 
defenders get accustomed to false alarms and start neglecting 
them.  To mitigate this tendency with fDs, new TTPs will be 
implemented to vary the strength and appearance of the alarms 
using psychological techniques of irregular reinforcement.  To 
exploit this tendency with aDs, friendly attackers (fA) will stage 
multiple false attacks before launching the actual attack.  

The bottom part of Figure 10 illustrates how cognitive biases 
revealed by RTs can be used to strengthen friendly attackers (fA) 
and weaken adversary attackers (aA).  For example, an attacker 
may be affected the paradox of choice, i.e., getting paralyzed 
with indecision when confronted with too many choices (Iyengar 
& Lepper, 2000).  To exploit it, fDs can present to aAs many 
enticing choices.  To mitigate it, fAs can be requested to follow 
strict decision making processes for selecting their targets and 
abandoning exploits upon reaching certain thresholds, thus 
eliminating the perils of choice.

These mitigating approaches and their details must be thoroughly 
researched and carefully implemented to provide the friendly side 
with tangible advantages in the cyber warfare.  An important 
part of this research is the role of leaders and groups, who serve 
as psychological weapons (Grossman & Christensen, 2007, pp. 
205-208) and, as most other organizations, “naturally think 
more slowly … and impose orderly procedures” (Kahneman, 
2011, p. 418), thus mitigating the quirks of the individual 
human cognition.

Conclusions

This paper proposes a novel framework BECO of using the 
behavioral economics (BE) models of cognitive biases in judgment 
and decision making for hardening cyberspace operations 
(CO).  BE adapts psychology research to economic models, thus 
creating more accurate representations of human interactions.  
BEC (Fineberg, 2014) uses BE discoveries to modify the risk 
management framework of cybersecurity by introducing a new 
class of vulnerabilities corresponding to persistent human biases.  
And now BECO applies the BEC framework to cyberspace 
operations by providing an overarching approach to the cognitive 
characteristics of the full spectrum of the CO actors and scenarios.  
Cyberspace operations are exemplified by the USCYBERCOM’s 
mission, and cyberactors include attackers, defenders, and users on 
both the friendly and adversary sides.  The paper reviews selected 
BE biases applicable to CO and offers a structured approach to 
the cognitive bias mitigation.

BECO provides an asymmetric advantage to cyber superpowers 
that have resources to research cognitive biases in their 
operations and implement effective controls.  While non-state 
actors may obtain technologies developed by major states, 
they cannot replicate a unique operational environment 
of a cyber power.  Furthermore, full scope forces, such as 
USCYBERCOM, can use their attack and defense capabilities 
to cross-test and strengthen the cognitive aspects of both.  
BECO goals are to define interdisciplinary research of cognition 
in cyberoperations, develop cyberoperations policies and 
strategies, and train cyber workforce.
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