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Forged out of 2015’s Task Force Cyber Secure, an 
initiative enacted by then Air Force Chief of Staff Gen. 
Mark A. Welsh, the Cyber Campaign Plan was developed 
to synchronize cyber security efforts across the Air Force 
enterprise to improve the security of information and 
warfighting systems.

Cyber Campaign Plan

Acquisition – Weapon System Cyber Resiliency led by 
the Secretary of the Air Force for Acquisition, 
Technology, and Logistics (SAF/AQ)

Infrastructure – Industrial Control Systems and 
Supervisory Control and Data Acquisition (ICS/SCADA)

Operations – Communication Squadron Initiative led 
by the SAF/Chief Information Officer 

A Brief History of CROWS
“The task force will diagnose the extent of the cyber threat and the vulnerabilities that currently impact our core 
missions, will plan to develop a risk management plan that will allow the Air Force to fly, fight and win in a cyber-
contested environment, and will recommend investment priorities to the SECAF and CSAF for how best to address 
the cybersecurity challenges. - Lt Gen Bill Bender, USAF CIO, 2015
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MISSION

I N C R E A S E  T H E  C Y B E R  R E S I L I E N C Y  O F  A I R  A N D  

S PA C E  F O R C E  W E A P O N  S Y S T E M S  T O  M A I N TA I N  

M I S S I O N  E F F E C T I V E  C A PA B I L I T Y  U N D E R  A D V E R S E  

C O N D I T I O N S

GOALS

VISION

C Y B E R  R E S I L I E N C Y  E M B E D D E D  I N T O  A I R  A N D  

S PA C E  F O R C E  W E A P O N  S Y S T E M S  A N D  I N G R A I N E D  

I N  D E PA R T M E N T  O F  T H E  A I R  F O R C E  C U LT U R E

B A K E  C Y B E R  R E S I L I E N C Y  I N T O  N E W

W E A P O N  S Y S T E M S  A N D  M I T I G AT E  C R I T I C A L  

V U L N E R A B I L I T I E S  I N  F I E L D E D  W E A P O N  S Y S T E M S
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Systems Security Engineering

Policy and Guidance

Take-away:
Through the SSECG, the 
ASB is trying to help you 
“work smarter, not harder”

Current policy is diverse 
and comes from many 
governing authorities 

These policies are executed 
through PP and SSE
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SSECG V5.0 Summary C o n t e n t

Main Body- SSE Cyber Process Guidebook
Executive Summary
Detailed Work Breakdown Structure in Section 4 
Includes figures in Section 4 to help users link the SSE Workflow 

Process to the Acquisition Life Cycle phases
Supplemental Appendices

Appendix A: DAF SSE Acquisition Guidebook 
Appendix B: DAF Combined Process Guide for CPI/CC 

Identification 
Appendix C: Functional Thread Analysis
Appendix D: Attack Path Analysis
Appendix E: Design Considerations
Appendix F: Relationship to Other Processes
Appendix G-J: Definitions, Acronyms, References, and Templates

N o t e :  V 5  i s  c u r r e n t l y  D i s t r o  D  a n d  s t i l l  u n d e r g o i n g  
p u b l i c  r e l e a s e  r e v i e w
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Memorandum & Endorsement
4. We highly encourage all Air and Space Force acquisition 
members to utilize the guidance and best practices captured in 
the DAF Systems Security Engineering (SSE) Cyber Guidebook to 
design stronger cyber resiliency into weapon systems through 
tailorable standards for RFP language and contract data 
requirements.



7Unclassified 7

DAF SSE Cyber Workflow Process
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Purpose: define the system and 
establish initial requirements in order 
to develop a Request For Proposal 
that includes all System Security 

Engineering needs (i.e. cybersecurity 
and cyber resiliency)

DAF SSE Cyber Workflow Process
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DAF SSE Cyber Workflow Process
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SSE in Request For Proposal 
(RFP)

SOO/SOW Language (tailorable)

CDRLs with corresponding DIDs that are mapped to the SOO/SOW 
paragraphs

SRD (148 tailorable system level requirements)

Recommended FAR/DFARS/AFFARS

Section L language

Section M language

Systems Engineering Technical Review Entrance Criteria
• ASR, SR, SFR, PDR, CDR, FCA, SVR, PRR, PCA

SSE in Programmatic 
Documents

Program Protection Plan (PPP)

Information Support Plan (ISP)

Systems Engineering Plan (SEP) 

Life Cycle Sustainment Plan (LCSP)

Test and Evaluation Master Plan (TEMP)

Life-Cycle Cost Estimate (LCCE)

Cost Analysis Requirements Description (CARD)

10

DAF SSECG Appendix A Summary



11Unclassified 11

DAF SSECG Appendix A

SSE in Request For Proposal 
(RFP)

SOO/SOW Language (tailorable)

CDRLs with corresponding DIDs that are mapped to the SOO/SOW 
paragraphs

SRD (148 tailorable system level requirements)

Recommended FAR/DFARS/AFFARS

Section L language

Section M language

Systems Engineering Technical Review Entrance Criteria
• ASR, SR, SFR, PDR, CDR, FCA, SVR, PRR, PCA
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DAF SSECG Appendix A

SSE in Request For Proposal 
(RFP)

SOO/SOW Language (tailorable)

CDRLs with corresponding DIDs that are mapped to the SOO/SOW 
paragraphs

SRD (148 tailorable system level requirements)

Recommended FAR/DFARS/AFFARS

Section L language

Section M language

Systems Engineering Technical Review Entrance Criteria
• ASR, SR, SFR, PDR, CDR, FCA, SVR, PRR, PCA
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DAF SSECG Appendix A

SSE in Request For Proposal 
(RFP)

SOO/SOW Language (tailorable)

CDRLs with corresponding DIDs that are mapped to the SOO/SOW 
paragraphs

SRD (148 tailorable system level requirements)

Recommended FAR/DFARS/AFFARS

Section L language

Section M language

Systems Engineering Technical Review Entrance Criteria
• ASR, SR, SFR, PDR, CDR, FCA, SVR, PRR, PCA
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SSECG and Program Protection

The DAF SSECG helps 
populate the shaded 
sections of the PPP

The OSD PPP guide/template: https://www.milsuite.mil/book/servlet/JiveServlet/downloadBody/248833-102-2-441341/PPP-
Outline-and-Guidance-v1-July2011.pdf

https://www.milsuite.mil/book/servlet/JiveServlet/downloadBody/248833-102-2-441341/PPP-Outline-and-Guidance-v1-July2011.pdf
https://www.milsuite.mil/book/servlet/JiveServlet/downloadBody/248833-102-2-441341/PPP-Outline-and-Guidance-v1-July2011.pdf
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Purpose: Executing Systems 
Security Engineering through 

the standard Systems 
Engineering Process

DAF SSE Cyber Workflow Process
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Purpose: Risk assessments should be done throughout the 
process to mitigate all Systems Security Engineering Risks 

(Goal should be to have a below medium risk program)

DAF SSE Cyber Workflow Process
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DAF SSECG Appendix C Summary

Functional Thread Analysis (FTA) includes the following 
activities:
 Functional Decomposition
 Entry Access Points Identification
 Attack Path Vignette Development

The Functional Thread Analysis provides guidance on 
how to functionally decompose a system from the 
mission to the component level.
The FTA is an iterative process that should be updated 

in conjunction with a program’s Systems Engineering 
Technical Reviews (SETRs).  
Ultimately, the FTA and Attack Path Analysis (next slide) 

process will assist programs to establish informed risks. 
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DAF SSECG Appendix D Summary

FTA (appendix C) is foundation
 Information
 Documentation
 Source Material

Attack Path Vignettes (APV)
 Lexicon… the building blocks
 Generate & combine cyber vulnerabilities into cyber 

attack scenarios

Appendix D provides guidance on APA and the 
following:
 Attack Path Exercise (APE)

Primary drivers
 Milestone
 SETRs

The Attack Path Analysis (APA) focuses on:
• Where the threat (e.g. attacker) can gain access?
• Which paths can be used to attack/exploit the system?
• What are the potential mission effects?
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2021 GAO Report on Weapon Systems Cybersecurity
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Acquisition Support Branch

Education & 
Training Manpower

Systems 
Security 

Engineering

Cyber 
Resiliency 
Support 

Team

Logistics

Education and Training

E D U C A T I O N T R A I N I N G

 The System Security Engineering Cyber Practitioners course is a 
practitioners-level course that examines, in-depth, the Department of 
the Air Force (DAF) Systems Security Engineering (SSE) Cyber Guidebook.  

 Developed for the experienced Acquisition workforce, the goal of the 
SSE Practitioners Course is to enable the SSE practitioner to fully apply 
the SSE Cyber Workflow Process to their program, regardless of where 
the program is in the acquisition lifecycle.  

 4-day instructor-led course consists of two workshops, A and B, and 
covers a total of seven modules. The content includes a use case that 
utilizes the processes included in the SSE Cyber Guidebook and is 
supplemented by hands-on exercises.  

 Some of the topics covered include functional thread analysis, attack 
path analysis, completion of a risk assessment, and developing contract 
language.  In addition to the subject matter, the workshops integrate the 
use of additional guidebooks and DOD directives as they apply to 
addressing cyber during the Systems Security Engineering process.  

 Leveraging existing courses and 
building from scratch

 Cyber Education Consortium: CROWS, 
DAU, AFIT, AF Cyber College, NAVAIR, 
ACE

 Implementing “Learning Paths” to take 
basic engineer or IT professionals and 
get them cross-certified (i.e., 
engineers that know IT and IT 
personnel that know engineering 

Education, Training, & Manpower’s goal is to change the Air Force 
acquisition culture from within through hiring, education, and training, thus 
providing the right people at the right place with the right systems and tool knowledge
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